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8  https://www.bbc.com/news/technology-49961089

Deepfake videos 'double in
nine months'

Rory Cellan-Jones
Technology correspondent
@BBCRoryCJ

Q@ 7 October 2019

GETTY IMAGES

Deepfake videos typically involve computer-generated images of a subject's face created via
analysis of thousands of still images of the person

ake Deepfakes Now!



Go to www.menti.com and use the code 27 46 30 8
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https://www.mentimeter.com/s/b6935af9d21fbf667017ef9dc9a16aa3/12913577d794
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Big Data Characteristics + #dg 4F

Just having big data
is of no use unless
we can turn it into

value

Value (1§ &)

The different types
of data

Variety ( % #&)

The size of the data

Volume (+ &)

Veracity (£ #%)

The trustworthiness
of the data in terms
of accuracy

Velocity (2% )

The speed at which
the data is generated




Data Veracity #J% 5. 2%
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Garbage In, Garbage Out

ALGORITHM

PREDICTIONS

N

Source: https://parametric.press/issue-
01/the-myth-of-the-impartial-machine/
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Abnormalities Information Security Untrustworthy Falsification
data sources

4

Uncertainty and Duplication of data Out of date and Human error
ambiguity of data obsolete data

Source: https://datafloq.com/read/data-veracity-new-key-big-data/6595




Statistical Bias (se3t 15 £)

Source: http://whatworks.site/statistics-bias-flaws/
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Lack of Data Lineage (# Z #dgir )
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Software Bugs (i i 45 3%)

415 (*HSI

HKSE - HKSE 2 - EEZ HKD - -

24,427.19 +125.91 (+0.52%)

WE : 65308 4:08PM HKT

mEmE B an By MR https://hk.finance.yahoo.com/

B 201957H02H - 2020678028 v
FEEE 20195E7H02H - 202078028 ~ : EE v

H&E HKD -
E& b = =& e

=E = o - o T 2020=6F308 24,468.24 24,598.61 2427177 24,42?_19 2442719 , 1.892,323,300
2020T7TE018 - -

2020=6F298 24,627.64 24,627.64 24,148.62 24,301.28 2430128 1.835,855,400
2020=6R018 2353991 2530378 2353991 24,427_1 24,427.19 ’ 40,112,436,500

2020=6F268 24,697.98 24,756.58 24 537.77 24,549.99 24,549.99 1.509,260,100

2020=5FE018 23,895.11 24766.83 2251973 22,961.47 22,961.47 35,245 965 500
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Source: https://www.wired.com/story/uber-self-driving-crash-arizona-ntsb-report/



Source: https://www.wired.com/story/uber-self-driving-crash-arizona-ntsb-report/



Abnormalities (£ ¥ 3 %)

Source: https://www.H’kd.gov.hk/tc/cis/popup.htm
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Information Security (%

Source: https://www.afitc-event.com/cyber-security-a-wicked-problem/
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Untrustworthy Data Sources
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Source: https //hbr org/2015/10/can your data be trusted



Falsification (7% 13 #c33)
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Source: https://businessfocus.io/article/111347



Falsification (7% 13 #c33)




Uncertainty of Data (3 17 Fz 2 _12)

FEf
ElRE

—true ef
—simulated ef

60 70

Reference: Chap4.8 45 £ v Wk F &, h2 ~ f 2P Source: https://medium.com/neuronio/from-sentiment-analysis-to-emotion-
(2013). 3+ iR endk TR B X F AR(B R 5 7)) recognition-a-nlp-story-bcc9d6ffélaecccc




Duplication of Data ( £ 4§ #ci3 )

Traditional data sources Big data sources

— ]
Addresses and Identifiers Contracts
contact details and accounts

Social media Ord

Source: https://www.sparklane-group.com/en/2017/09/13/without-big-data-there-is-no-360-view-of-the-customer/

Philip Yu vs PLHYu vs #§ 2@ News posted online or in blogs



Out-of-Date Data (i ¥ #icdx

DoB vs Age
Date of birth : 20 Oct 2000

0 ) v
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Age =10

20 Oct 2010

Age=0
20 Oct 2000

Source: https://www.istockphoto.com/

Age =20
20 Oct 2020

Data from a questionnaire
Risk Profile Questionnaire &% E R E 0%

10) Which level of investment fluctuation per year would you be comfortable with? B T8 & sha=48 &R 189KF?
O  Fluctuates between -5% and +5% (this option indicates that you will only consider funds that expected to have very low volatility
such as money market funds) 78-5% £ +5% 7 BIITEE) ( ¥ ERTE T EEERERIFEERENEFMAEETLEE)

O Fluctuates between -10% and +10% 13-10% £ +10%.7 BF2E
O  Fluctuates between -20% and +20% 13-20% £ +20% ZBrs T
O Fluctuates between -30% and +30% 12-30% &= +30% ZEFLKED
O  Fluctuates below -30% and over +30% {&17%-30% & 1B18+30%H1 &N

11) How soon would you expect your savings / reserves be used up if you do not sell the investment products held with us? F0&I T AL ERTH
MFERREEN  BERETRELEAEMT?
O within 6 months 6 {ERLIA
O 7months-1year7 88 -1 &
1-2years &

m}
0O 2-5years T
m}

More than 5 years £ 5

Customer Signature EF#E"

Date H:

Source: https://www.schroders.com/en/sysglobalassets/digital/hong-
kong/pdfs/risk-profile-questionnaire.pdf




Human / Model Error (X % /’}3‘:3“]&%3‘%-)

e ailee Ml Facebook — 3 14 ko g o# Al

So we just got notified by Facebook that the photo used for our Walla Walla 4
Onion seed is "Overtly Sexual" and therefore cannot be advertised to be ‘z‘ Q‘A‘u ji *ﬁ E ’:' l—r )}l’ ; " \A m E%]
sold on their platform... & Can you see it? 2 w /
3 . . Onion, Walla Walla ks B2 L Yos F b k
~ Ly S ’Tia—% #+ £ Faceboo

Sweet (seed)

E'J E'ﬁr]aph,g. B Ju//T‘ o

FEL TR - F éﬁ £ % ]
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Products with Overtly Sexualized e "r_iféf_é_ <+ » {2 2ri& Facebook iZ¥]
Positioning v . ' L1
Listings may not position products or services = -~ A P\ fév‘ ’ E’(‘}“ JKI/T\ \:Z/K ;36 1 °

in a sexually suggestive manner.
See More Info
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* Summarization: #f 5 £ ~ (LI E - B Kok

* Visualization: B]754-® = B] ~ 1232 8] ~ f7 & B
FoMtehEIpAS TR EZ B adp it

* Anomaly Detection: i = & & 47 ~ BIg L 7 %

IBM &£ p fc® i e0ig Rl 4 o
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Source: Wong, C.S. and Li, W.K. (2000). On a mixture e i
autoregressive model. JRSSB, 62(1), 95-115. 3-8~ 2?2014%6% 12p 24 (B LER)
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Skewness of dataset (% fake reviews) Skewness of dataset (% fake reviews)

—— RandomForestClassifier ~ --- DecisionTreeClassifier - MLPClassifier

Flg 17' ChSSIﬁcallon scores of appropriate machine learning algorithms for datasets with class imbalance,
90% to 0.1% fake reviews. plotted on a logarithmic scale

Source: Martens, D. and Maalej, W. (2019).
Towards understanding and detecting fake
reviews in app stores. Empirical Software
Engineering, 24, 3316-3355.
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Get the Analyzer Bar Back — Download the Chrome Extension J G  AddtoChrome — It's free =

Don't get ripped off ‘@ anazon

online, use Fakespot. =y

Apple Alrpods Pro

Fakespot for Chrome ensures you get the best eb

products from the best sellers. eCommerce as it —
should be, for free.

y
Apple Alrpods Pro

Sold by TechSeller33

G | Add to Chrome - It's free Walmart

Apple Airpods Pro

ebsy amazon BEST serHORA Walmart Sokd by Welmax i Sefers
Y 4 falmart

FEATURED ON A
Product Hunt 790 ‘
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Source: https://aws.amazon.com/blogs/machine-learning/combining-deep-learning- Z ]

networks-gan-and-siamese-to-generate-high-quality-life-like-images/



%A PRl 3 IR 2

e Siamese Network (SN)
— SNE - 421 {Feidh Bip o
— je TEL ’ -';’E’GAN é_é}%%ﬁi ﬁj'r-gi—\/‘\{,"r 7l o0 ind i3 “Fs—“%
Agpleen X2 R F 5o #Ed B gy
e R s TR v P endp i

v
— Gl4e > SNV U Z%FES B E L Ad - B A BT
The Distance Function
decides if the output
vectors are close enough
to be similar

Similar/MNot 7

The Neural Network

NN Same Network NN transforms the input into

J / a properties vector

Source: https://aws.amazon.com/blogs/machine-
learning/combining-deep-learning-networks-gan-and- X [ X Input Data (image, text,
siamese-to-generate-high-quality-life-like-images/ 2 1 features...)




o

o i+ % #cdr (Missing data)
« #'Z R &Z (Privacy issues)
« W AR, &L (Discrimination bias)

Gender bias of word embedding:
woman + king - man = queen can do a

magic but do you like the following?
woman + doctor - man = nurse

Source: https://towardsdatascience.com/gender-bias-word-embeddings-76d9806a0e17

o itk P~/iE #& (Feature extraction / selection)



Six Blind Men and An Elephant

* AnIndian story e
» agroup of blind men touch an elephant to learn what it is like. F =
— The blind man who feels a leg says the elephant is like a Ao r
pillar; :(1'1_5 L

— the one who feels the tail says the elephant is like a rope;

— the one who feels the trunk says the elephant is like a tree
branch;

— the one who feels the ear says the elephant is like a hand
fan;

— the one who feels the belly says the elephant is like a wall;
and

— the one who feels the tusk says the elephant is like a solid
pipe.

= A king explains to them:

= All of you are right. The reason every one of you is telling it differently is because each one of you touched

the different part of the elephant. So, actually the elephant has all the features you mentioned.

3 -‘m.ugm.
! {janm‘,

Source: http://en.wikipedia.org/wiki/Blind _men and an_elephant



http://en.wikipedia.org/wiki/Blind_men_and_an_elephant
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Source: https://www.elderresearch.com/blog/value-of-data
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